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IN TRO D U CED  BY SE N A T O R  V IC E N T E  C . S O T T O  III

AN ACT
P R O H IB IT IN G  T H E  PU BLICA TIO N  AND PR O L IF E R A T IO N  O F  FA LSE 
C O N TEN T ON T H E  P H IL IP P IN E  IN T E R N E T , PR O V ID IN G  M EA SU R ES 

TO  C O U N TER A C T IT S  E F F E C T S  AND P R E S C R IB IN G  PE N A L TIES
T H E R E F O R

EX PLA N A TO RY  N O TE

T h e  in te r n e t  is  a  v a s t  re p o s ito ry  o f in fo rm a tio n . W ith o u t a  d o u b t ,  

m o s t o f  u s  h eav ily  re ly  o n  it to  th e  p o in t th a t  i ts  in f lu e n c e  h a s  b eco m e  

d eep ly  e m b e d d e d  in  o u r  d a ily  lives. B u t n o t a ll w e see  o n  th e  in te rn e t  

r e p r e s e n ts  th e  t r u th .  F a lse  in fo rm a tio n  c o n t in u e s  to  c irc u la te  a n d  is  

b e co m in g  p re v a le n t o n  th e  in te r n e t  g lobally . In  th e  P h ilip p in es , 

w id e sp re a d  a re  h e a d lin e s  th a t  a re  m e re  c lic k -b a its ;  m a d e  u p  q u o te s  

a t t r ib u te d  to  p ro m in e n t  fig u res ; a n d  d ig ita lly  a l te re d  p h o to s . F ilip in o s  

h a v e  fa llen  p re y  to  b e liev in g  th a t  m o s t o f th e m  a re  c re d ib le  n ew s.

In  th e  re c e n tly  h e ld  m id te rm  e le c tio n s , a  v ideo  sh o w in g  a  p re 

s h a d e d  b a llo t w e n t v ira l. M any  h a v e  s e e n , lik ed , s h a r e d ,  a n d  gave th e ir  

in fu r ia te d  c o m m e n ts  a b o u t  it. It r a is e d  d o u b ts  a s  to  th e  in te g r ity  o f th e  

a u to m a te d  e lec tio n  sy s te m . O n ly  to  find  o u t  th a t  it  w a s  a  h o a x . U p o n  

in v e s tig a tio n , it  tu r n e d  o u t  to  be  a  s ta g e d  v ideo  a n d  th e  b a llo t u s e d  w a s



n o t  th e  o flic ia l b a l lo t .1 In  th e  U .S ., a  “d e e p  fak e” o r  d o c to re d  v ideo  

fe a tu r in g  a  c o m p u te r -g e n e ra te d  im ag e  o f F a c e b o o k ’s  M ark  Z u c k e rb e rg  

h a s  gone  v ira l o n  In s ta g ra m . F o o tag e  o f h is  b o d y  from  a  p a s t  v ideo  w a s  

m e rg e d  w ith  th e  s a id  im ag e  th e n  s u p e r im p o s e d  o n  i ts  a u d io  is  th e  voice 

o f a n  a c to r .1 2 E v id en tly , a d v a n c e m e n t in  te c h n o lo g y  h a s  i ts  d o w n sid e . It 

p o s e s  th r e a t s  a n d  c a n  be  th e  s u b je c t  o f a b u s e s .  It c a n  b e  d a n g e ro u s  

w h e n  u s e d  a s  a  too l to  m a n ip u la te  in fo rm a tio n , p a r t ic u la r ly  th o s e  t h a t  

a re  o f n a t io n a l  im p o r ta n c e .

W hile it is  t r u e  t h a t  freed o m  o f e x p re s s io n  a n d  th e  p re s s  a re  

p ro te c te d  r ig h ts ,  it  is  n o t  a b s o lu te  u n d e r  a ll c i r c u m s ta n c e s .  T h e  u s e  o f 

th e s e  r ig h ts  to  c a u s e  d is in fo rm a tio n  a n d  d iv is io n  is  a n  a b u s e  o f 

d e m o crac y .

In  th i s  re g a rd , th i s  b ill s e e k s  to  p ro te c t th e  p u b lic  from  th e  

d e le te r io u s  e ffec ts  o f  fa lse  a n d  d ece iv in g  c o n te n t  o n lin e . It a im s  to  a t ta in  

th is  o b jec tive  by  p ro v id in g  e x p e d ie n t re m e d ie s  t h a t  w o u ld  a d d r e s s  th is  

g ro w in g  c o n c e rn . T h is  le g is la tio n  a lso  e n u m e r a te s  p a r t ic u la r  a c ts  th a t  

a re  c o n s id e re d  p u n is h a b le  to  f u r th e r  se rv e  a s  a  d e te r re n t .  L astly , it  s e e k s  

to  p ro m o te  th e  re s p o n s ib le  u s e  o f th e  in te rn e t .

In  view  o f th e  fo rego ing , th e  a p p ro v a l o f th is  b ill is  e a rn e s t ly  

so u g h t.

V IC E N T E  C. S O T T O  III
S en a to r

1 h ttp s: / /n e w s in fo .in q u ire r .n e t/1113085/obviously-staged-says-com elec-exec-on-video- 
show ing-pre-shaded-ballo ts
2 h t tp : / / fo r tu n e .e o m /2 0 1 9 /0 6 /  12 /deepfake-m ark -zuckerberg /

http://fortune.eom/2019/06/
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INTRODUCED BY SENATOR VICENTE C. SOTTO III * 1 11

AN ACT

PROHIBITING TH E PUBLICATION AND PROLIFERATION O F FALSE 

CONTENT ON TH E PHILH>PINE INTERNET, PROVIDING MEASURES TO 

COUNTERACT IT S  E FFE C T S AND PRESCRIBING PENALTIES

TH ER EFO R

Be enacted by the Senate an d  H ouse of Representatives o f the Philippines m 

Congress assem bled:

1 SECTION 1. T itle . -  T h is Act sh a ll be  know n a n d  referred  to  a s  th e  “Anti-

2 F alse  C o n ten t Act”.

3 SECTION 2. D e c la ra t io n  o f  P o licy . -  The S ta te  recognizes th e  v ital role of

4 co m m u n ica tio n  a n d  in fo rm ation  in n a tion -bu ild ing . It sh a ll be  d ec la red  the

5 policy of th e  S ta te  to  p ro tec t th e  p ub lic  from  an y  m islead ing  o r false

6 in fo rm ation  th a t  is  b e ing  p u b lish ed  a n d  h a s  becom e p reva len t on  the

7 In te rn e t.
8 To th is  end , th e  S ta te  sh a li be proactive in  p reven ting  fu r th e r

9 exp lo ita tion  of on line m ed ia  p la tfo rm s for s u c h  p u rp o se . It sh a ll be

10 com m itted  to  co u n te rac tin g  i ts  co n co m itan t p re jud ic ia l effects to  pubUc

11 in te re s t whUe rem ain in g  cogn izan t o f th e  people 's fu n d am en ta l rig h ts  to

12 freedom  of speech  a n d  freedom  of th e  p re ss .



1 SECTION 3. D e f in it io n  o f  T e rm s. -  W henever u se d  in  th is  Act, th e  following

2 te rm s  sh a ll have th e  respective m ean in g s  a s  s e t fo rth  hereafter.

3 (a) Publication sh a ll refer to  th e  a c t of up lo ad in g  c o n ten t on  a n  online

4 in te rm ed ia ry  w ith  a n  in te n t to  c ircu la te  p a r tic u la r  in fo rm ation  to  the

5 public;
6 (b) Content sh a ll refer to  a  tex t, im age, au d io  record ing , video, an d

7 an im a tio n  p u b lish ed  on  th e  in te rn e t;

8 (c) Online interm ediary sh a ll refer to  a  p rov ider of service w hich  d isp lays

9 a n  index  of s ea rc h  re s u lts  th a t  lead s  th e  in te rn e t u s e r s  to a  specific

10 online location, e n ab le s  th em  to acce ss  co n ten ts  o rig inating  from  th ird

11 p a rtie s , a n d  allow s them  to u p lo ad  a n d  dow nload co n ten t. It in c lu d es

1 2  b u t  is  n o t lim ited  to  social ne tw ork ing  s ites, sea rc h  eng ines, a n d  video

13 sh a r in g  sites;

14 (d) Public interest sh a ll refer to  an y th in g  th a t  affects n a tio n a l security ,

15 pub lic  h ea lth , pub lic  safety , p u b lic  o rder, pub lic  confidence in  th e  

G overnm ent, a n d  in te rn a tio n a l re la tio n s  of th e  Philippines,

17 (e) Fictitious online account or w ebsite sh a ll refer to  th o se  th a t  h a s  a n

18 an o n y m o u s a u th o r  o r u s e s  a n  a ssu m e d  n am e  in  p u rsu in g  activ ities

19 for th e  p u rp o se  of avoiding im pun ity .

20 SECTION 4. P u n is h a b le  A c ts . -  The following a c ts  sh all c o n s titu te  the

21 offense p u n ish ab le  u n d e r  th is  Act;

22 (a) C rea tin g  a n d /o r  p u b lish in g  on  o n e ’s  p e rso n a l online a cc o u n t or

23 w ebsite  a  c o n ten t know ing or hav ing  a  reaso n ab le  belief th a t  it

24 co n ta in s  in fo rm ation  th a t  is  false o r th a t  w ould ten d  to m islead  the

25 public;
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1 (b) U se of a  fic titious online a c c o u n t o r w ebsite  in  c rea tin g  a n d /o r  

p u b lish in g  a  c o n ten t know ing o r hav ing  a  reaso n ab le  belief th a t  it 

c o n ta in s  in fo rm ation  th a t  is false o r th a t  w ould ten d  to m islead  the  

public;

(c) Offering o r providing o n e ’s  service to c rea te  a n d /o r  p u b lish  a  co n ten t 

on line  know ing o r hav ing  a  reaso n ab le  belief th a t  it w ould be u sed  to 

deceive th e  pub lic , reg a rd le ss  w h e th er it is done for profit o r not;

(d) F in an c in g  a n  activity  w hich  h a s  for its  p u rp o se  th e  c rea tio n  a n d /o r  

pu b lica tio n  of a  c o n ten t online co n ta in in g  in fo rm ation  th a t  is  false or 

th a t  w ould ten d  to m islead  the  public;

(e) N on-com pliance w ith  an y  of th e  co u n terac tiv e  m e a su re s  provided 

u n d e r  Section  5 of th is  Act, w h e th e r de libera te  or th ro u g h  negligence.

13

14
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SECTION 5. C o u n te ra c t iv e  m e a s u re s . -  The D ep artm en t of J u s tic e  (DOJ) 

Office of C ybercrim e sh a ll have the  a u th o rity  to is su e  th e  following o rd e rs  to 

re s tra in  th e  com m ission  of th e  offenses p u n ish e d  u n d e r  th is  Act:

16

17

18

(a) Rectification O rder -  a n  o rd er d irec ting  th e  ad m in is tra to r  of th e  online 

a c c o u n t o r w ebsite  th a t  is  e ith e r p e rso n a l or fictitious, to is su e  a  

notice  in d ica ting  th e  n e ce ssa iy  co rrec tions to  th e  p u b lish ed  co n ten t.

19

20 

21 

22

O nline in te rm ed ia rie s  w hose p latfo rm  w as u se d  to  p u b lish  th e  c o n ten t 

c an  a lso  be is su e d  su c h  O rder. It w ould req u ire  th e  p a rtic u la r  online 

in te rm ed ia ry  to is su e  a  notice  of correction  inform ing all its  u s e r s  th a t  

th e  su b jec t c o n ten t c o n ta in s  m islead ing  o r false inform ation .

23

24

25

(b) Takedow n O rder -  a n  o rd e r d irec ting  th e  ow ner o r a d m in is tra to r  of th e  

on line  a c c o u n t or w ebsite  th a t  is  e ith e r p e rso n a l o r fictitious, to tak e  

dow n the  p u b lish ed  co n ten t.



1 (c) Block Access O rder -  a n  o rd e r d irec ting  th e  online in te rm ed ia ry  to

2 d isab le  acc e ss  by u s e r s  to  th e  p u b lish ed  co n ten t. It is  a  rem edy

3 availab le  in  c a se s  w here th e re  is a  fa ilure  to com ply w ith  th e  O rders

4 m en tio n ed  in  p a ra g ra p h s  (a) a n d  (b) of th is  Section  d u e  to th e  fau lt or

5 negligence of th e  a d m in is tra to r  o r on line  in terrned iary , a n d  in  c ase s

6 w here  rectification  o r tak in g  dow n of th e  p u b lish ed  c o n ten t is  proven

7 to  be techn ica lly  im possib le.

8 T hese  O rd ers  shall only be is su e d  w hen  th e re  is  finding th a t  the

9 com p la in t filed to th e  D O J Office of C ybercrim e by a n  aggrieved p a rty  is

10 valid a n d  h a s  sufficien t b asis . In  m a tte rs  affecting th e  pub lic  in te re s t, the

11 sam e office sh a ll is su e  motu proprio th e  ap p ro p ria te  O rder. The rem ed ies

12 provided h e re in  a re  cu m u la tiv e  a n d  th e  is su a n c e  of one sh a ll n o t p rec lude

13 o r waive th e  rig h t to u se  an y  o r all o th e r rem edies.

14 SECTION 6. A p p e a l to  C a n c e l th e  O rd e r  -  The a d m in is tra to r  of a n  online

15 a cc o u n t o r w ebsite  a n d  th e  online in te rm ed ia ry  w ho h a s  been  issu e d  w ith

16 an y  of th e  O rd ers  u n d e r  Section 5 hereof m ay file a  verified pe tition  for

17 review  w ith  th e  Office of th e  S ecre tary  of th e  D ep artm en t of J u s t ic e  w ithin

18 fifteen (15) d ay s  from  rece ip t of th e  a ssa iled  O rder.

19 SECTION 7. L ia b il i ty  u n d e r  th e  R e in se d  P e n a l  C ode a n d  C y b erc rim e

20 L aw . -  P rosecu tion  u n d e r  th is  Act sh a ll be w ith o u t p re jud ice  to an y  liability

21 or violation of an y  provision of th e  Revised Penal Code a n d  R epublic Act No.

22 10175 o r th e  C ybercrim e P revention  Act of 2012.

23 SECTION 8. P e n a l t ie s .  -  Any p e rso n  found  guilty  of th e  p u n ish ab le  a c t

24 u n d e r  Sec. 4  (a) sh a ll be p u n ish e d  w ith im p riso n m en t of p ris ion  m ayor o r a

25 fine of n o t m ore th a n  T hree H u n d red  T h o u san d  Pesos (P hp300 ,000 .00), or

26 bo th ;



1 Any p e rso n  found  guilty  of th e  p u n ish ab le  a c t u n d e r  Sec.4 (b) sh a ll be

2 p u n ish e d  w ith  im p riso n m en t of prision m ayor or a  fine of n o t m ore th a n  Five

3 H u n d red  T h o u san d  Pesos (P hp500,000.00), o r both;

4 Any p e rso n  found  guilty  of th e  p u n ish ab le  a c t u n d e r  Sec. 4  (c) shall be

5 p u n ish e d  w ith  im p riso n m en t of prision m ayor o r a  fine of n o t m ore th a n  Two

6 H u n d red  T h o u san d  Pesos (P hp200 ,000 .00), o r bo th ;

7 Any p e rso n  found  guUty of th e  p u n ish ab le  a c t u n d e r  Section  4  (d) shall

8 suffer th e  pen alty  of reclusion temporal or a  fine n o t exceeding O ne Million

9 Pesos (Php 1 ,000 ,000 .00), or bo th ;

10 Any p e rso n  found  guilty  of th e  p u n ish ab le  a c t u n d e r  Section 4  (e) shall

11 suffer th e  pen alty  of reclusion temporal or a  fine n o t exceeding Two Million

12 Pesos (P hp2 ,000 ,000 .00), o r bo th .

13 In  c a se s  w here th e  p u b lish ed  c o n ten t u n d e rm in e s  th e  pub lic  in te re st,

14 th e  m ax im um  period for th e  pen alty  of im p riso n m en t sh a ll be  im posed.

15 SECTION 9. J u r i s d ic t io n .  -  The Regional Trial C o u rts  sh a ll have

16 ju risd ic tio n  over an y  violation of th e  p rov isions of th is  Act. R egard less of th e

17 p lace  of com m ission , a  Filipino n a tio n a l w ho com m its  an y  of th e  offenses

18 defined  u n d e r  th is  Act sh a ll be  w ith in  th e  ju risd ic tio n  of th e  Philippine

19 co u rts .

20 SECTION 10. L a w  E n fo rc e m e n t A u th o r i t ie s .  -  The C ybercrim e Division of

21 th e  Philippine N ational Police (PNP) a n d  of th e  N ational B u reau  of

22 Investigation  (NBI) shall be resp onsib le  for th e  effective en fo rcem en t of th e

23 p rov isions of th is  Act.

24 SECTION 11. Im p le m e n tin g  R u le s  a n d  R e g u la t io n s . -  The ICT-DOST,

25 D ep artm en t of In form ation  a n d  C om m u n icatio n s  Technology (DICT),

26 D ep artm en t of Ju s tic e  (DOJ) C ybercrim e Office, Philippine N ational Police



1 (PNP) C ybercrim e Division a n d  th e  N ational B u reau  of Investigation  (NBI)

2 C ybercrim e Division sh a ll fo rm ulate  th e  ru le s  a n d  reg u la tio n s  n e ce ssa ry  for

3 its  effective im p lem en ta tion  w ith in  n in e ty  (90) d ay s  from  approval of th is

4 Act.

5 SECTION 12. S e p a r a b i l i ty  C la u se . -  In case  an y  provision of th is  Act is

6 decla red  invalid  or u n c o n s titu tio n a l, su c h  d ec la ra tio n  shall have no  effect in

7 th e  validity  o r co n stitu tio n a lity  of th e  rem ain in g  p rov isions hereof.

8 SECTION 13. R e p e a lin g  C la u se . — All law s, decrees, ru le s  a n d  re g u la tio n s

9 in c o n s is te n t w ith  th e  p rovisions of th is  Act a re  hereb y  repealed  o r am en d e d

10 accordingly.

11 SECTION 14. E ffe c tiin ty . -  T his Act sh a ll tak e  effect fifteen (15) d ay s  a f te r

12 p u b lica tio n  in  th e  OfQcial G azette  o r in  a  n ew sp ap er of general c ircu la tion .

Approved,


